EMBASSY OF THE UNITED STATES OF AMERICA

General Services Office September 02, 2020
#1, Street 96, Phnom Penh, Cambodia

Tel: 023 728 000

Fax: 023 728 400

Dear Prospective Offeror/Quoter:

SUBJECT: Solicitation 19CB6020Q0030: Request for Quotation for “The Supply of Electronic Survellience
System (Brand name or equal)” for U.S Embassy Phnom Penh

The U.S. Embassy Phnom Penh has a requirement for a vendor to supply Electronic Survellience System
(Brand name or equal). You are invited to submit a quotation. The Request for Quotations (RFQ) consists of
the following sections:

1. Standard Form SF-18
2. Basic information, technical specifications, and product catalog

The Embassy plans to award a purchase order. You are encouraged to make your quotation competitive. You
are also cautioned against any collusion with other potential offerors regarding price quotations to be submitted.
The RFQ does not commit the Embassy to make any award. The Embassy may cancel this RFQ or any part of
it.

Please read the RFQ carefully, and if you are interested, submit your quotation. Your quotation must be
submitted in sealed envelopes marked Quotation for “The Supply of Electronic Survellience System (Brand
name or equal)” for U.S Embassy Phnom Penh to GSO-Procurement Section, # 1, Street 96, Phnom Penh,
CAMBODIA or be sent by email to PhnomPenhProcurement@state.gov on or before 4:00 PM on
September 15, 2020. Late quotations will not be accepted. RFPs will be evaluated using the lowest price,
technically acceptable (LPTA) method.

Direct any questions regarding this solicitation to (PhnomPenhProcurement@state.gov).

Sincerely,

e

Brendan Harley
Contracting Officer

Enclosure:
As Stated.
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REQUEST FOR QUOTATIONS

(THIS ISNOT AN ORDER)

THISRFQ[]1S [x] IS NOT A SMALL BUSINESS-
SMALL PURCHASE SET-ASIDE (52.219-4) 1

PAGE

PAGES

1. REQUEST NO.
19CB6020Q0030

2. DATE ISSUED

September 02, 2020

3. REQUISITION/PURCHASE REQUEST NO.

4. CERT. FOR NAT. DEF. UNDER
BDSA REG. 2 AND/OR DMS REG.
1

RATING

5A. ISSUED BY

#1, St. 96, Sangkat Wat Phnom, Phnom Penh

General Services Office, U.S. Embassy Phnom Penh

6. DELIVER BY (Date)
4 — 6 weeks after issuing order

5B. FOR INFORMATION CALL: (Name and telephone no.) (No collect calls)

7. DELIVERY

NAME [TELEPHONE NUMBER X FOB DESTINATION  OTHER (See Schedule)
Brendan Har|ey AREA CODE  [NUMBER
Email: PhnomPenhProcurement@state.gov 023 728 000
8. TO: 0. DESTINATION
a. NAME b. COMPANY a. NAME OF CONSIGNEE
U.S Embassy Phnom Penh
c. STREET ADDRESS b. STREET ADDRESS
#1, St. 96, Sangkat Wat Phnom
d. CITY e. STATE if. ZIP CODE c. CITY
Phnom Penh
d. STATE e. ZIP CODE

10. PLEASE FURNISH QUOTATIONS TO THE
ISSUING OFFICE IN BLOCK 5A ON OR BEFORE

CLOSE OF BUSINESS (Date)

September 15, 2020 @ 4.00 PM

IMPORTANT: This is a request for information, and quotations furnished are not offers. If you are unable to quote, please so
indicate on this form and return it to the address in Block 5A. This request does not commit the Government to pay any costs incurred in
the preparation of the submission of this quotation or to contract for supplies or services. Supplies are of domestic origin unless
otherwise indicated by quoter. Any representations and/or certifications attached to this Request for Quotations must be completed by

the quoter

11. SCHEDULE (Include applicable Federal, State and local taxes)

ITEM NO.

(@) (b)

SUPPLIES/SERVICES

(c)

QUANTITY

UNIT
(d)

UNIT PRICE
(e)

IAMOUNT
()

1 Electronic Survellience System (Brand
name or equal)

(Detailed Items & specifications
enclosed in Pharagraph I:

DESCRIPTION/
SPECIFICATIONS/WORK
STATEMENT)

12 DISCOUNT FOR PROMPT PAYMENT

a. 10 CALENDAR DAYS

b. 20 CALENDAR DAYS

c. 30 CALENDAR DAYS

d. CALENDAR DAYS

% % % NUMBER %
NOTE:  Additional provisions and representations [] are [1 arenot attached.
13 NAME AND ADDRESS OF QUOTER 14 SIGNATURE OF PERSON AUTHORIZED TOSIGN |15 DATE OF QUOTATION
QUOTATION

a. NAME OF QUOTER

b. STREET ADDRESS 16. SIGNER

c. COUNTY 2. NAME (Type or print) b. TELEPHONE
Brendan Harley

d. CITY e. STATE f. ZIP CODE c. TITLE (Type or print) [AREA CODE
Contracting Officer NUMBER

Standard Form-18
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DESCRIPTION/SPECIFICATIONS/WORK STATEMENT

No.

Required Technical Specifications (Brand name or equal)

Unit

Electronic Survellience System includes software and materials for:
1. Electronically collecting study site information in the field (# samples
collected, # samples tested, #samples pos/neg, side 1D, location, etc. etc.)
2. Automatically building a database of sites, climate, and testing
information (builds reports)
Automatically conduct statistical analysis of results and locations
Automatically generate analytical maps showing the distribution, patterns,
and trends of sample collections and testing results.

How

Detail technical specs:

Required system must be seamlessly integrated to provide maximum end-user
customization of survey and survey input from a commercially existing and
already available app(s). This must be capable of collecting survey information
offline for subsequent upload upon access to online/internet connection.
Furthermore, system must be able to provide real-time mapping and analytics
(minimum of Point Maps, Heat Maps, Choropleth Maps, Tables, Time Series
Graphs, and Barplots of each sites’ data) without the need to hire additional staff
by end user (statistician, GIS specialist, etc.).

Integrated data from five surveys on MyQueryForm (vector and lab)

NAMRU2 CAMBODIA
(analytics)

-Integrated data from MosquitoTracker (optional and free)

-Integrated third-party hourly weather data provided by local weather stations
included in World Meteorological Organization (WMO)

-One Dashboard Manager for NAMRU2 (Cambodia)

-Six Field technician users

-Three additional dashboard power users/

-Cartography to be provided by VA with input from client — cartography
jurisdictional subdivisions will depend on information provided to VA
-Processing and data visualization, which will display Point Maps, Heat maps,
Choropleth maps, Tables, Time Series Graphs and Barplots of each site’s data
(barplots dependent on cartography subdivisions provided to VA)

-Edit/delete capability (of all records visualized on tables including GPS
coordinates)

-Recover historical data through web interface using the same survey forms

01 Set
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included on MyQueryForm app.
- Software updates of existing features
- Domain name and SSL certificate for secure AWS web access.

MyQueryForm
(mobile data entry app)

- MyQueryForm App
- Six MQF field users total

SurveyAppMaker
(build surveys, manage field users)

- Access of 1 SurveyAppMaker dashboard admin to create and/or customize
surveys and manage MyQueryForm user credentials

- Design and create three customized MyQueryForm surveys per site (in English)
-- Survey content to be developed in collaboration with NAMRU.

- Continuous upgrades.

AWS Cloud Hosting

- Secure Data storage, processing, backup and protection.

- AWS Hosting

Customer support

- Fix issues and bugs reported by the customers. Software modifications are not
included..

Technical support

- Up to 20 hrs online training; ongoing tech support for one year

PLATFORM LICENSE

I1- SPECIAL REQUIREEMNTS

Prospective vendor must guarantee that all of the offered items are new “New ONLY”, must be in
original packaging, never used, and not altered in any way. All components must be manufacturer-

approved and may not be compatible, remanufactured “not factory refurbished”.

Quotation shall be provided with the detailed technical specifications and including product brochure or

catalog.

Quotation shall be provided with ETA delivery and warranty terms and delivery inspection.

The vendor has an option to provide quoted prices that are all-inclusive and include Cost, Insurance and
Freight (CIF), and transportation to the U.S Embassy, Phnom Penh without Customs Duty, Tax, and
VAT. The Embassy will issue Diplomatic Note — Tax Exemption letter to facilitate the clearance of the

cargo with duty free.

The Vendor is responsible for all costs occurring for custom clearance proecesses, transportation, any

demurrage charge, etc. until the complete delivery of goods at the final destination after receiving the

Page 3 of 16 19CB6020Q0030 — Supply of Electronic Survellience System

SENSITIVE BUT UNCLASSIFIED



Diplomatic Note from the U.S Embassy Phnom Penh. Therefore, the offered priced proposal should be
inclusive all costs.

Delivery Terms:

Delivery term is Door-to-Door, at the final destination of U.S NAMRU2 Office, Address: Ministry of
Health Compound Number 80, Samdech Penn Nouth Blvd (289), Sang Kat Boeung Kak 2, Tuol Kork
District, Phnom Penh, with Certificate of Origin (Title).

- All ordered items shall be delivered to the above destination within 4 — 6 weeks after issuing order.
Ill-  SYSTEM FOR AWARD MANAGEMENT

The U.S. Embassy Phnom Penh calls to your attention to the requirement of clause 52.204-7 — SYSTEM
FOR AWARD MANAGEMENT (OCT 2018) in the solicitation document. The contractor must register in
System for Award Management, and for registration, please follow the link: https://www.sam.gov/ portal/
public/SAM/. Please see attached a quick-guide indicating steps of registration. This provision is not
applicable if resulting order is less than $ 30,000.

IV-PAYMENT TERMS

Payment will be made via EFT within 30 days upon receipt of goods in accordance with the Embassy’s
purchase order. Invoice shall be sent to:

Financial Management Officer

# 1, St. 96, Sangkat Wat Phnom, Daun Penh

Phnom Penh, Cambodia

Email: PHPVoucher@state.gov

Page 4 of 16 19CB6020Q0030 — Supply of Electronic Survellience System
SENSITIVE BUT UNCLASSIFIED


https://www.sam.gov/%20portal/%20public/SAM/
https://www.sam.gov/%20portal/%20public/SAM/
mailto:PHPVoucher@state.gov

IV- CLAUSES FOR PURCHASE ORDERS AND BLANKET PURCHASE AGREEMENTS
AWARDED BY OVERSEAS CONTRACTING ACTIVITIES
(Current thru FAC 2005-95)

COMMERCIAL ITEMS
FAR 52.252-2 Clauses Incorporated By Reference (FEB 1998)
This purchase order or BPA incorporates the following clauses by reference, with the same force and effect as if

they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the
full text of a clause may be accessed electronically at this address: https://www.acquisition.gov/far

DOSAR clauses may be accessed at: http://www.statebuy.state.gov/dosar/dosartoc.htm

FEDERAL ACQUISITION REGULATION (48 CFR Chapter 1) CLAUSES

NUMBER TITLE DATE
52.204-9 Personal Identity Verification of Contractor Personnel (if | JAN 2011
contractor requires physical access to a federally-
controlled facility or access to a Federal information
system)

52.212-4 Contract Terms and Conditions — Commercial Items JAN 2017
(Alternate | (MAY 2014) of 52.212-4 applies if the order
is time-and-materials or labor-hour)

52.225-19 Contractor Personnel in a Diplomatic or Consular MAR 2008
Mission Outside the United States (applies to services at
danger pay posts only)

52.227-19 Commercial Computer Software License (if order is for | DEC 2007
software)
52.228-3 Workers” Compensation Insurance (Defense Base Act) JUL 2014
(if order is for services and contractor employees are
covered by Defense Base Act insurance)

52.228-4 Workers’ Compensation and War-Hazard Insurance (if APR 1984
order is for services and contractor employees are not
covered by Defense Base Act insurance)

52.212-5 Contract Terms and Conditions Required To Implement Statutes or Executive Orders—Commercial
Items (JAN 2017)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

Q) , Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015).
2 Protest After Award (AuG 1996) ( ).
3 , Applicable Law for Breach of Contract Claim (OcT 2004)(Public Laws 108-77 and 108-78 (
).
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(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders
applicable to acquisitions of commercial items:

_ (D , Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate | (Oct
1995) ( and ).

) , Contractor Code of Business Ethics and Conduct (Oct 2015) ( ).

(3 , Whistleblower Protections under the American Recovery and Reinvestment Act of 2009

(June 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and
Reinvestment Act of 2009.)

X 4 , Reporting Executive Compensation and First-Tier Subcontract Awards (Oct 2016) (Pub. L.
109-282) ( ).

__(5) [Reserved].

__(6) , Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of Div.
C).

_ (M , Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016) (Pub.
L. 111-117, section 743 of Div. C).

_X_(8) , Protecting the Government’s Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment. (Oct 2015) (31 U.S.C. 6101 note).

_ 9 , Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013) (41
U.S.C. 2313).

__(10) [Reserved].

0] , Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) ( ).

__ (i) Alternate I (Nov 2011) of

_ (12)() , Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OcT 2014)
(if the offeror elects to waive the preference, it shall so indicate in its offer) ( ).

__ (i) Alternate I (JAN 2011) of

__ (13) [Reserved]

_ (150 , Notice of Total Small Business Set-Aside (Nov 2011) ( ).
__ (i) Alternate I (Nov 2011).

__ (i) Alternate Il (Nov 2011).

__(15)(1) , Notice of Partial Small Business Set-Aside (June 2003) ( ).
__ (i) Alternate I (Oct 1995) of

__(iii) Alternate 11 (Mar 2004) of

__(16) , Utilization of Small Business Concerns (Nov 2016) ( and (3)).
R EYI0) , Small Business Subcontracting Plan (Nov 2016) ( ).
__ (i) Alternate I (Nov 2016) of

__(iii) Alternate 11 (Nov 2016) of

__(iv) Alternate 111 (Nov 2016) of

__(v) Alternate 1V (Nov 2016) of

__(18) , Notice of Set-Aside of Orders (Nov 2011) ( ).
__ (19 , Limitations on Subcontracting (Nov 2011) ( ).
__(20) , Liquidated Damages—Subcon-tracting Plan (Jan 1999) ( ).
_ (21 , Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (
).
_(22) , Post Award Small Business Program Rerepresentation (Jul 2013) ( ).
__(29) , Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-
Owned Small Busmess Concerns (Dec 2015) ( ).
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__(29) , Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns

Eligible Under the Women-Owned Small Business Program (Dec 2015) ( ).

_X_(25) , Convict Labor (June 2003) (E.O. 11755).

__(26) , Child Labor—Cooperation with Authorities and Remedies (Oct 2016) (E.O. 13126).

__ (270 , Prohibition of Segregated Facilities (Apr 2015).

__(28) , Equal Opportunity (Sept 2016) (E.O. 11246).

_(29) , Equal Opportunity for Veterans (Oct 2015)( ).

__(30) , Equal Opportunity for Workers with Disabilities (Jul 2014) ( ).

_ (31 , Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212).

_ (32 , Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O.
13496).

_X_(33)(i) , Combating Trafficking in Persons (Mar 2015) ( and E.O. 13627).
__ (i) Alternate I (Mar 2015) of ( and E.O. 13627).

_ (39 , Employment Eligibility Verification (OcT 2015). (Executive Order 12989). (Not applicable

to the acquisition of commercially available off-the-shelf items or certain other types of commercial items as
prescribed in )

__ (39 , Compliance with Labor Laws (Executive Order 13673) (OcT 2016). (Applies at $50 million
for solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017; applies at
$500,000 for solicitations and resultant contracts issued after April 24, 2017).

Note to paragraph (b)(35): By a court order issued on October 24, 2016, 52.222-59 is enjoined indefinitely as
of the date of the order. The enjoined paragraph will become effective immediately if the court terminates the
injunction. At that time, GSA, DoD and NASA will publish a document in the Federal Register advising the
public of the termination of the injunction.

__(36) , Paycheck Transparency (Executive Order 13673) (OCT 2016).
_ (37N , Estimate of Percentage of Recovered Material Content for EPA—Designated Items (May
2008) ( ). (Not applicable to the acquisition of commercially available off-the-shelf
items.)
__ (i) Alternate I (May 2008) of ( ). (Not applicable to the acquisition of
commercially available off-the-shelf items.)
__(38) , Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JuN
2016) (E.O. 13693).
_ (39 , Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners
(JuN 2016) (E.O. 13693).
__(40)(@) , Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) (E.O.s 13423 and
13514).

__ (i) Alternate I (Oct 2015) of

N C810) , Acquisition of EPEAT® Registered Televisions (JuN 2014) (E.O.s 13423 and 13514).

__ (i) Alternate I (Jun 2014) of
__(42) , Energy Efficiency in Energy Consuming Products (Dec 2007) ( ).
_(43)() , Acquisition of EPEAT®-Registered Personal Computer Products (OcT 2015) (E.O.s

13423 and 13514).
__ (i) Alternate I (Jun 2014) of

_X_(44) , Encouraging Contractor Policies to Ban Text Messaging While Driving (Auc 2011) (E.O.
13513).
__(45) , Aerosols (JuN 2016) (E.O. 13693).
__(46) , Foams (JuN 2016) (E.O. 13693).
__@4n , Buy American—Supplies (May 2014) ( ).
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_(48)(i) , Buy American—Free Trade Agreements—Israeli Trade Act (May 2014) (
note, note, note, note, Pub. L. 103-182,
108 77,108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.
__ (i) Alternate |1 (May 2014) of
__ (i) Alternate 11 (May 2014) of
__(iv) Alternate 111 (May 2014) of

(49 , Trade Agreements (OcT 2016) ( , et seq., note).
_X_(50) , Restrictions on Certain Foreign Purchases (June 2008) (E.O.’s, proclamations, and statutes
administered by the Office of Foreign Assets Control of the Department of the Treasury).
(k1) , Contractors Performing Private Security Functions Outside the United States (Oct 2016)
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008;
__(52) , Notice of Disaster or Emergency Area Set-Aside (Nov 2007) ( ).
__(53) , Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (
).
_X_(54) , Terms for Financing of Purchases of Commercial Items (Feb 2002) ( :
).
__(55) , Installment Payments for Commercial Items (Oct 1995) ( :
).
_X_(56) , Payment by Electronic Funds Transfer—System for Award Management (Jul 2013) (
).
__(57) , Payment by Electronic Funds Transfer—Other than System for Award Management (Jul
2013) ( ).
__(58) , Payment by Third Party (May 2014) ( ).
__(59) , Privacy or Security Safeguards (Aug 1996) ( ).
__(60)(1) , Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (
and ).

__ (i) Alternate I (Apr 2003) of
(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services,
that the Contracting Officer has indicated as being incorporated in this contract by reference to implement
provisions of law or Executive orders applicable to acquisitions of commercial items:

_ (D , Nondisplacement of Qualified Workers (May 2014)(E.O. 13495).
_ (2 , Service Contract Labor Standards (May 2014) ( ).
I C)) , Statement of Equivalent Rates for Federal Hires (May 2014) ( and
).

_® , Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (Multiple
Year and Option Contracts) (May 2014) ( and ).
_ , Fair Labor Standards Act and Service Contract Labor Standards—Price Adjustment (May
2014) ( and ).
__(6) , Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Callbratlon or Repair of Certain Equipment—Requirements (May 2014) ( ).

_ , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain
Serwces—Requwements (May 2014) ( ).
_ (8 , Minimum Wages Under Executive Order 13658 (Dec 2015).
9 , Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).
__(10) , Promoting Excess Food Donation to Nonprofit Organizations (May 2014) ( ).
_ (1) , Accepting and Dispensing of $1 Coin (Sept 2008) ( ).
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(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition
threshold, and does not contain the clause at , Audit and Records—Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General,
shall have access to and right to examine any of the Contractor’s directly pertinent records involving
transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for any
shorter period specified in FAR , Contractor Records Retention, of the other clauses of this contract.
If this contract is completely or partially terminated, the records relating to the work terminated shall be made
available for 3 years after any resulting final termination settlement. Records relating to appeals under the
disputes clause or to litigation or the settlement of claims arising under or relating to this contract shall be made
available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any
record that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.
(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a
subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as
required by the clause— (Paragraph (e) applies only if award is made to a U.S. firm).

Q) , Contractor Code of Business Ethics and Conduct (Oct 2015) ( ).

(i) , Utilization of Small Business Concerns (Nov 2016) ( and (3)), in all
subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small
business concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor

must include in lower tier subcontracts that offer subcontracting opportunities.

(iii) , Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in
accordance W|th paragraph (I) of FAR clause

(iv) , Prohibition of Segregated Facilities (Apr 2015)

(V) Equal Opportunity (Sept 2016) (E.O. 11246).

(vi) , Equal Opportunity for Veterans (Oct 2015) ( ).

(vii) , Equal Opportunity for Workers with Disabilities (Jul 2014) ( ).

(viii) , Employment Reports on Veterans (Feb 2016) ( )

(ix) , Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O.
13496). Flow down required in accordance with paragraph (f) of FAR clause

(x) , Service Contract Labor Standards (May 2014) ( ).

(xi) , Combating Trafficking in Persons (Mar 2015) ( and E.O 13627).Alternate |
(Mar 2015) of ( ).

(xii) , Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Callbratlon or Repair of Certain Equipment-Requirements (May 2014) ( ).
(xiii) , Exemption from Application of the Service Contract Labor Standards to Contracts for Certain
Services- Requwements (May 2014) ( ).

(xiv) , Employment Eligibility Verification (OcT 2015) (E.O. 12989).

(xv) , Minimum Wages Under Executive Order 13658 (Dec 2015).

(xvi) , Compliance with Labor Laws (Executive Order 13673) (OcT 2016) (Applies at $50 million for

solicitations and resultant contracts issued from October 25, 2016 through April 24, 2017; applies at $500,000
for solicitations and resultant contracts issued after April 24, 2017).

Note to paragraph (e)(1)(xvi): By a court order issued on October 24, 2016, 52.222-59 is enjoined indefinitely
as of the date of the order. The enjoined paragraph will become effective immediately if the court terminates the
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injunction. At that time, GSA, DoD and NASA will publish a document in the Federal Register advising the
public of the termination of the injunction.

(xvii) , Paycheck Transparency (Executive Order 13673) (OcT 2016)).
(xviii) , Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).
(xix) , Contractors Performing Private Security Functions Outside the United States (Oct 2016)

(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008;

(xx) , Promoting Excess Food Donation to Nonprofit Organizations (May 2014) ( ).
Flow down requwed in accordance with paragraph (e) of FAR clause
(xxi) , Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (

and ). Flow down required in accordance with paragraph (d) of FAR clause :
(2) While not required, the Contractor may include in its subcontracts for commercial items a minimal number
of additional clauses necessary to satisfy its contractual obligations.

(End of clause)

DEPARTMENT OF STATE ACQUISITION REGULATION (48 CFR Chapter 6) CLAUSES

NUMBER TITLE DATE
652.225-71 | Section 8(a) of the Export Administration Act of 1979, AUG 1999
As Amended (if order exceeds simplified acquisition
threshold)
652.229-70 | Excise Tax Exemption Statement for Contractors Within | JUL 1988
the United States (for supplies to be delivered to an
overseas post)
652.229-71 | Personal Property Disposition at Posts Abroad AUG 1999
652.237-72 | Observance of Legal Holidays and Administrative Leave | APR 2004
(for services where performance will be on-site in a
Department of State facility)
652.239-71 | Security Requirements for Unclassified Information SEP 2007
Technology Resources (for orders that include
information technology resources or services in which
the contractor will have physical or electronic access to
Department information that directly supports the
mission of the Department)
652.242-70 | Contracting Officer’s Representative (if a COR will be AUG 1999
named for the order) Fill- 1n for paragraph b: “The COR
1S
652.242-71 | Notice of Shipments JUL 1988
652.242-73 | Authorization and Performance AUG 1999
652.243-70 | Notices AUG 1999
652.247-71 | Shipping Instruction FEB 2015

The following clause is provided in full text, and is applicable for orders for services that will require contractor
employees to perform on-site at a DOS location and/or that require contractor employees to have access to DOS
information systems:
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652.204-70 Department of State Personal Identification Card Issuance Procedures (MAY 2011)

(@) The Contractor shall comply with the Department of State (DOS) Personal Identification Card Issuance
Procedures for all employees performing under this contract who require frequent and continuing access to
DOS facilities, or information systems. The Contractor shall insert this clause in all subcontracts when the
subcontractor’s employees will require frequent and continuing access to DOS facilities, or information
systems.

(b) The DOS Personal Identification Card Issuance Procedures may be accessed at
http://www.state.gov/m/ds/rls/rpt/c21664.htm.

(End of clause)

As prescribed in 4.2105(a), insert the following provision:

52.204-24 Representation Regarding Certain Telecommunications and Video Surveillance Services or
Equipment (Aug 2020)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has
represented that it “does not provide covered telecommunications equipment or services as a part of its offered
products or services to the Government in the performance of any contract, subcontract, or other contractual
instrument” in the provision at 52.204-26, Covered Telecommunications Equipment or Services—
Representation, or in paragraph (v) of the provision at 52.212-3, Offeror Representations and Certifications-
Commercial Items.

(a) Definitions. As used in this provision—

Backhaul, covered telecommunications equipment or services, critical technology, interconnection
arrangements, reasonable inquiry, roaming, and substantial or essential component have the meanings
provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment.

(b) Prohibition.

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub.
L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining,
or extending or renewing a contract to procure or obtain, any equipment, system, or service that uses covered
telecommunications equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system. Nothing in the prohibition shall be construed to—

()Prohibit the head of an executive agency from procuring with an entity to provide a service that
connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(i) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot
permit visibility into any user data or packets that such equipment transmits or otherwise handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019
(Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a
contract or extending or renewing a contract with an entity that uses any equipment, system, or service that uses
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covered telecommunications equipment or services as a substantial or essential component of any system, or as
critical technology as part of any system. This prohibition applies to the use of covered telecommunications
equipment or services, regardless of whether that use is in performance of work under a Federal contract.
Nothing in the prohibition shall be construed to—

(1)Prohibit the head of an executive agency from procuring with an entity to provide a service that
connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(if)Cover telecommunications equipment that cannot route or redirect user data traffic or cannot
permit visibility into any user data or packets that such equipment transmits or otherwise handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management
(SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for “covered
telecommunications equipment or services”.

(d) Representation. The Offeror represents that—

(1)1t o will, o will not provide covered telecommunications equipment or services to the Government in
the performance of any contract, subcontract or other contractual instrument resulting from this solicitation. The
Offeror shall provide the additional disclosure information required at paragraph (e)(1) of this section if the
Offeror responds “will” in paragraph (d)(1) of this section; and

(2)After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents
that—

It o does, o does not use covered telecommunications equipment or services, or use any equipment, system, or
service that uses covered telecommunications equipment or services. The Offeror shall provide the additional
disclosure information required at paragraph (e)(2) of this section if the Offeror responds “does” in paragraph
(d)(2) of this section.

(e) Disclosures.

(1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has responded “will” in
the representation in paragraph (d)(1) of this provision, the Offeror shall provide the following information as
part of the offer:

(i)For covered equipment—

(A)The entity that produced the covered telecommunications equipment (include entity name,
unique entity identifier, CAGE code, and whether the entity was the original equipment manufacturer (OEM) or
a distributor, if known);

(B)A description of all covered telecommunications equipment offered (include brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as
applicable); and

(C)Explanation of the proposed use of covered telecommunications equipment and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) of this
provision.

(i)For covered services—
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(A)If the service is related to item maintenance: A description of all covered telecommunications
services offered (include on the item being maintained: Brand; model number, such as OEM number,
manufacturer part number, or wholesaler number; and item description, as applicable); or

(B)If not associated with maintenance, the Product Service Code (PSC) of the service being
provided; and explanation of the proposed use of covered telecommunications services and any factors relevant
to determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has responded
“does” in the representation in paragraph (d)(2) of this provision, the Offeror shall provide the following
information as part of the offer:

(i)For covered equipment—

(A)The entity that produced the covered telecommunications equipment (include entity name,
unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if known);

(B)A description of all covered telecommunications equipment offered (include brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as
applicable); and

(C)Explanation of the proposed use of covered telecommunications equipment and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (b)(2) of this
provision.

(if)For covered services—

(A)If the service is related to item maintenance: A description of all covered telecommunications
services offered (include on the item being maintained: Brand; model number, such as OEM number,
manufacturer part number, or wholesaler number; and item description, as applicable); or

(B)If not associated with maintenance, the PSC of the service being provided; and explanation of
the proposed use of covered telecommunications services and any factors relevant to determining if such use
would be permissible under the prohibition in paragraph (b)(2) of this provision.

(End of provision)

As prescribed in 4.2105(b), insert the following clause:

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services
or Equipment (Aug 2020)

(a) Definitions. As used in this clause—

Backhaul means intermediate links between the core network, or backbone network, and the small
subnetworks at the edge of the network (e.g., connecting cell phones/towers to the core telephone network).
Backhaul can be wireless (e.g., microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).

Covered foreign country means The People’s Republic of China.
Covered telecommunications equipment or services means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation
(or any subsidiary or affiliate of such entities);
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(2) For the purpose of public safety, security of Government facilities, physical security surveillance of
critical infrastructure, and other national security purposes, video surveillance and telecommunications
equipment produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology
Company, or Dahua Technology Company (or any subsidiary or affiliate of such entities);

(3) Telecommunications or video surveillance services provided by such entities or using such
equipment; or

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity
that the Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the
Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise
connected to, the government of a covered foreign country.

Critical technology means—

(1) Defense articles or defense services included on the United States Munitions List set forth in the
International Traffic in Arms Regulations under subchapter M of chapter | of title 22, Code of Federal
Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export
Administration Regulations under subchapter C of chapter VI of title 15, Code of Federal Regulations, and
controlled-

(1) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and
biological weapons proliferation, nuclear nonproliferation, or missile technology; or

(i) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and
technology covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign atomic
energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal
Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title
9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control
Reform Act of 2018 (50 U.S.C. 4817).

Interconnection arrangements means arrangements governing the physical connection of two or more networks
to allow the use of another's network to hand off traffic where it is ultimately delivered (e.g., connection of a
customer of telephone provider A to a customer of telephone company B) or sharing data and other information
resources.

Reasonable inquiry means an inquiry designed to uncover any information in the entity's possession about
the identity of the producer or provider of covered telecommunications equipment or services used by the entity
that excludes the need to include an internal or third-party audit.

Roaming means cellular communications services (e.g., voice, video, data) received from a visited network
when unable to connect to the facilities of the home network either because signal coverage is too weak or
because traffic is too high.
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Substantial or essential component means any component necessary for the proper function or performance
of a piece of equipment, system, or service.

(b) Pronhibition.

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub.
L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining,
or extending or renewing a contract to procure or obtain, any equipment, system, or service that uses covered
telecommunications equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system. The Contractor is prohibited from providing to the Government any
equipment, system, or service that uses covered telecommunications equipment or services as a substantial or
essential component of any system, or as critical technology as part of any system, unless an exception at
paragraph (c) of this clause applies or the covered telecommunication equipment or services are covered by a
waiver described in FAR 4.2104.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019
(Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a
contract, or extending or renewing a contract, with an entity that uses any equipment, system, or service that
uses covered telecommunications equipment or services as a substantial or essential component of any system,
or as critical technology as part of any system, unless an exception at paragraph (c) of this clause applies or the
covered telecommunication equipment or services are covered by a waiver described in FAR 4.2104. This
prohibition applies to the use of covered telecommunications equipment or services, regardless of whether that
use is in performance of work under a Federal contract.

(c) Exceptions. This clause does not prohibit contractors from providing—

(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection
arrangements; or

(2) Telecommunications equipment that cannot route or redirect user data traffic or permit visibility into
any user data or packets that such equipment transmits or otherwise handles.

(d) Reporting requirement.

(1) In the event the Contractor identifies covered telecommunications equipment or services used as a
substantial or essential component of any system, or as critical technology as part of any system, during contract
performance, or the Contractor is notified of such by a subcontractor at any tier or by any other source, the
Contractor shall report the information in paragraph (d)(2) of this clause to the Contracting Officer, unless
elsewhere in this contract are established procedures for reporting the information; in the case of the
Department of Defense, the Contractor shall report to the website at https://dibnet.dod.mil. For indefinite
delivery contracts, the Contractor shall report to the Contracting Officer for the indefinite delivery contract and
the Contracting Officer(s) for any affected order or, in the case of the Department of Defense, identify both the
indefinite delivery contract and any affected orders in the report provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause

(i) Within one business day from the date of such identification or notification: the contract number;
the order number(s), if applicable; supplier name; supplier unique entity identifier (if known); supplier
Commercial and Government Entity (CAGE) code (if known); brand; model number (original equipment
manufacturer number, manufacturer part number, or wholesaler number); item description; and any readily
available information about mitigation actions undertaken or recommended.
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(if) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this clause: any
further available information about mitigation actions undertaken or recommended. In addition, the Contractor
shall describe the efforts it undertook to prevent use or submission of covered telecommunications equipment or
services, and any additional efforts that will be incorporated to prevent future use or submission of covered
telecommunications equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e) and
excluding paragraph (b)(2), in all subcontracts and other contractual instruments, including subcontracts for the
acquisition of commercial items.

(End of clause)
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